O6bem 3aluLeHHOW NaMATH 72 Kb Ha MUKpocxeme cMapT-KapTbl

Microsoft Windows 2000/2003/XP/Vista/2008/2008 R2/7 (32 n
64-6uTHbIE Bepcun); Linux; Mac OS

OnHopasoBble Maponn MOryT UCMOMb30BaTbCA B Ni060WA
onepaunoHHou cpefe

MoppepxuBaembie OC

CpoK XpaHeHUs AaHHbIX B NaMATH He meHee 10 net

KonuyectBo uuknoB nepesanucu namatm He meHee 500,000

9

eToken TMS (Token Management System)/SAM (SafeNet Autentication Manager)

TMS/SAM = pelueHue [na NoCTPOeHUA MHAPACTPYKTYpbl 6€30MacHOro OCTYNa K MHOPMALIMOHHbBIM pecypcam
NPeAnpUATAA C LEHTPANU30BaHHbIM yrpasneHneM. SAM ABNAETCA HOBbIM MOKOMEHNEM CUCTEMbI LIEHTPaNN30BaH-
HOTO YNpaBneHA NePCoHanbHBIMU CPEACTBAMI ayTEHTUDMKALIMN U XPaHEHUA Kilo4eBOi UHdopMmaumn TMS.

Ha3sHaueHue

. LleHTpaJ'IVI3OBaHHOe ynpasneHmne XnsHeHHbIM LUNKNom CpeacTs ayTEHTM(bVIKaLLVWI (VIHVILlVIaJ'IVIEaLlVIﬂ / BbIMYyCK CepTn-
CbI/IKaTa, BBO[] B 3KCMyaTauuto, 06Cﬂy>KVIBaHI/Ie, BbIBOO U3 3KCI‘IJ'IyaTaLlI/IVI/6J'IOKI/IpOBaHMe).

o Yyer cpencrs ayTEHTMd)VIKaLLVIVI, ayauT NX ncnofb30oBaHWA.

o ABTOMATU3aLMA TUNOBBIX onepauvn?l 1 cueHapueB agMUHUCTPNPOBaHMA B COOTBETCTBUW C MONNTUKAMMN 6e3onac-
HOCTW OpraHusaumnn.

PeweHna ana ayreHTndpmkaymn
n popmMmunpoBaHNA SNEKTPOHHON NoanNncn:
cMapT-KapTbl 1 USB-knoun

o BbICTPOE 1 CamoCTOATENBHOE pelleHe Npobnem nonb3osatener 6e3 obpatlleHna K anMUHACTPATOPaM.

[inA pacwrpeHna Bo3moxHocTern TMS/SAM poctyneH koMnnekT pa3pabotyvka Connector SDK, nossonsowmn
[06aBNTb BO3MOXHOCTb PabOTbl CO CTOPOHHUMU MPUAOXEHNAMU B MPOLIECCE CTaHAAPTHbIX OnepaLui ¢
ycTpoicteamu eToken (nobaBneHwe, Ha3HayYeHve, OT3bIB U T.0.).
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CepTrcnumMpoBaHHble 3NeKTPOHHbIe Kitoun eToken ABAAIOTCA NMPOrpaMMHO-annapaTHbIM CPEe[CTBOM
ayTEHTUDVKALIMN U XPAHEHUA KIOYEBON MHAPOPMAaLIMN U CPeACTBOM 3alUMTbl MHdOpMaLun ot
HecaHKUMOHVpoBaHHOro foctyna (ceptudpukat ®CTIK Poccrm N21883 ot 11.08.2009 r.).

B cooTBETCTBMM C pekoMeHpaUnAMYN PYKOBOAALLMX AOKYMEHTOB CePTUMLIMPOBAHHbIE SNEKTPOHHbIE KNoyn eToken
MoryT ucnons3osateca B CM[H fo 1 knacca BKAIOUUTENbHO 1 ANA CO3AaHUA aBTOMATU3NPOBaHHbIX MHGYOPMALIMOH-
HbIX CMCTEM A0 KNacca 3amileHHOCT 1T BKNIOYATENBHO.

CepTudrUMpPOBaHHbIe 3NeKTPOHHbIE Koy eToken ABNAIOTCA PEKOMEHAYEMbIM HOCUTENEM KII0HeBO MHPOPMALINL
anA cepTudpnLmpoBaHHbix CK3W poccniickux pa3paboTHmkos.

Crporaa paByxd)akTopHas ayTeHTUdUKAUMUA Mofnb3oBaTenen npw
[OCTyre K 3alMLeHHbIM pecypcam (KOMMbIoTepaMm, CETAM, MPUIOXEHVAM).

AnnapaTHoe BbINoNHeHVe KpunTorpadruyecknx onepaumii B [OBEpeH-
HoV cpefe (B MUKpOCXeme KJoya: reHepauua Kioyen WudpoBaHua,
CMMETPUYHOE 1 aCUMMETPUYHOE WNPOBaHME, BbIYUCIEHNE X3LW-

SneKkTPOoHHBI ko4 eToken FOCT cooTseTcTBYeT TpeboBaHMAMYU DCE Poccnn k CK3W knacca KC2 1 MoXeT ncnonb3o- pyHKUMK, BbIPaBOTKA 3NEeKTPOHHOM NOAMNMCH).

BaTbCA ANA 3aLUTbl MUHPOPMALIK, He COAEpXallen CBeAEeHNI, COCTaBNAILMX rOCyapCTBEHHYIO TalHy. (CepTudoukat
cootsetcraua N2 C®/124-1671 01 11 man 20111.) Be3onacHoe xpaHeHne KPUTUYECKM BaXKHbIX AaHHbIX — KpunTorpadu-
Yyeckmnx Ko4ven, npodunen Monb3oBaTenien, HACTPOEK MPUNOXEHUN,

0 UMPPOBbIX CEPTUAIMKATOB U MNP. B SHEPrOHE3aBUCYMON NaMATY KITloYa.

o NHTerpauusa c cuctemamum KOHTpona poctyna — sce USB-kmioun 1 cMapT-kapTbl MOTYT BbINYCKaTbCA CO BCTPOEH-
HbIMV MAaCCUBHbIMU paano-meTkamu RFID ana KOHTPONA QOCTyna COTPYAHNKOB B MOMELLEHNA.

« Kopryca c norotmnom — BO3MOXHO U3roToBfieHre koprycos USB-knioueil ¢ 06beMHbIM TOroTUMOM 3aKas4nka.

o [eyaTb noroTnna 3akasumka —Ha USB-knio4n BO3MOXHO HaHeCeHne NoroTuna 3akas4ynka MeToaoM Tammnoneyaty,
Ha CMapT-KapTbl BO3MOXHO HaHeceHne choTorpadpun COTpyRHUKa, MO0 NOroTuna opraHn3aumnu.

o PasnuyHble UBeTa Koprnyca — N0 XenaHuio 3akasyvka USB-knoun MoryT 6biTb BbINMOMHEHLI B KOPMyCe ApYroro
LBeTa.
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SnekTpoHHbIe KoYy eToken MOryT NCronb30BaThCA B 1106bIX MPUTOXEHUAX A/1A 3aMeHb] NapOosibHOM 3aLu-
Tbl Ha 60s1€€ HaeXHY!I0 ABYXGbaKTOPHYIO ayTeHTUGMKaLIMIO.

Haripumep, ecin ana ayteHTUgbKaummy nosb3oBaTenio Heobxoammo npegoctaButs USB-kioy v BBeCTU
1aposib, TO 3/10YMbILLUIEHHVK HE CMOXET MOJyYNTb AOCTYI K AaHHbIM, Tak Kak eMy HyXHO He TOJ1IbKO MoACMOT-
PeTb Naposib, HO M NPeAbABUTL hU3NHECKOE YCTPOWCTBO, Kpaxa KOTOporo 6biCTPO 06HapyXMma.

0 MopenbHblii pag

eToken PRO (Java)

eToken PRO (Java) — nepcoHanbHoe CpefcTBo ayTeHTUPMKALMM 1 3aLMLEHHOrO XpaHeHWA NoMb30BaTeNbCKNX AaHHbIX,
annapaTHo nopaepxusaioliee paboTy ¢ LUPOBLIMU CEPTUDMKATAMM 1 SIEKTPOHHO NMOAMUCHIO, BbIMYCKAETCA B BUAE
USB-Kio4a v cMapT-KapTbl.

eToken PRO (Java) ABnAeTCA CneayiolLy M MoKoneH1emM 3neKTPOHHBIX Kioyer eToken PRO. Mo cpaBHEHMIO C HMU

eToken PRO (Java) nmeet YBENNYEHHbIN 06bem NaMATU ANA 3aLUULEHHOrO XPaHeHWA NoNb30BaTeNIbCKNX AaHHBIX 1
npefocTasnaAeT BO3MOXHOCTb paclunpeHns (*JYHKUVIOHEHB 3a CYeT 3arpy3ku ONONHNUTENbHbIX MPUNOXEHNIA (Java -

annneTos).
P TCA ANA P cneny 3apjay Kkop 0B:
@ o6ecreyeHue CTPOroi ABYX(haKTOPHON ayTeHTUCHNKALIW MOfb30BaTeNer B ONepaLioHHbIX CCTeMaX 1 BU3HeC-

npunoxenuax (Microsoft, Citrix, Cisco Systems, IBM, SAP, Check Point), 3awmiieHHoe xpaHeHe Knio4eBown
nHpopmaLmn poccnitckix CK3U (Kpuntolpo CSP, Kpunto-KOM, flomeH-K, Bepba-OW n ap.);

3aWnTa KIOYen SNEeKTPOHHON MOANUCU MOMb30BaTeNeil B CUCTEMAX 3EKTPOHHOTO [OKyMeHToo60opoTa,
hopMUpOBaHME 3NEKTPOHHON MOANMCU AOKYMEHTOB W TpaH3akuui, obecredeHve 6Ge3onacHon paboTsl C
3NEeKTPOHHOW NOYTON;

3aluTa 3aKpbITbiX KMiOYel 3NeKTPOHHON MOANMCY Monb3oBaTeneil CUCTeM AWNCTaHLUMOHHOTO 6aHKOBCKOrO
obCnyxmBaHnA.

Cmapt-kapTel eToken PRO (Java) co BCTpoeHHbIMI papvio-meTtkamu RFID, HaneyaTaHHbIM NOroTUNOM KOMMaHUu,
choTorpadpmAMU COTPYAHIKOB MOTYT WCMONb30BATLCA B KauecTBe evHbIX KapT AnA KOHTPONA (oM3N4eckoro
1OCTYNa B NOMELLEHIA 1 KOHTPONA NOrMYECKOrO AOCTYNa K MHCHOPMALIMOHHBIM Pecypcam.

eToken PRO Anywhere

eToken PRO Anywhere — USB-knmioy gna 6e3onacHoro poctyna kK \Web-pecypcam ¢ mo6oro komnbioTepa 6e3
npensapwuTenbHon yctaHoskm MO.
eToken PRO Anywhere npefocraensaet cnepytoLye cepsrchl 6e3onacHoCTu:

® aBTOMATMYecKni 3anyck Gpay3epa 1 OTKpbITUE 3apaHee 3aiaHHbIX \Web-calnToB, agpeca KOTOPbIX XPAHATCA B
3allMUIeHHON NaMATI YCTPONCTBA;

ayTeHTU(MKALMA NONb30BaTeNs B paMkax npotokona SSL/TLS v 3awmTa Bcex AaHHbIX, NepeaaBaembix Mo cen
UHTepHeT;

® 3awuTta ot CbVILI.IMHI'a narak «4yenosek nocepeanHe».

PekomeHpyertca:

® rnocrtaBwukam on-line ycnyr ona npepoctaBneHus knueHTam 6Ge3onacHoro poctyna k Web-pecypcam 6e3
ycTaHoBKY kneHTckoro MO;

® OpraHvsaunAM — anA NPeaocTaBneHna CBOMM COTPYAHNKAM yAaneHHoro 4ocTyna K KopnopaTveHbIM NopTanam
V1 3NeKTPOHHOW NOYTe C BO3MOXHOCTbIO MCMOMNb30BaTh I1eKTPOHHOM NOANUCH C No6bIX KOMTMMbIOTEPOB;

ANA CHUXEHUA Harpyskn Ha CJ'Iy)KﬁbI TeXHU4ecKom noAaepXKu No BoONpocam yaaneHHoro ooctyna.

eToken NG-FLASH (Java)

eToken NG-FLASH (Java) — komM6uHMpoBaHHbI USB-kiod, obnapatolimnii doyHKUMOHANbHBIMU BO3MOXHOCTAMM eToken
PRO (Java), v oCHalLEeHHbIN fONONHUTENbHBIM MogyneM Flash-namaTtn o6bemom 1o 16 k.
]:lOI'IOJ'IHMTEJ'II:HaH Flash-namsTs ycrpoﬁcrsa No3BONAET XPaHUTb AaHHbIe B BEUJMCt)pOBaHHOM BMAE N MOXeT ObITb
ncnonbL3oBaHa ana:

® [joBepeHHOW 3arpy3ku onepaLuoHHbix cuctem Microsoft Windows uau Linux (o6pa3 onepaunoHHOR cucTembl
3anNCbIBAETCA B MAMATL YCTPONCTBA);

® XpaHeHUA 1 3anycka NPeaBapuTeNbHO CKOH(UTYPUPOBAHHOM BUPTYanbHON MalunHsl (VMWare, Virtual PC) ¢
npeaycTaHoBneHHbIM Habopom MO 1 HacTPOeHHbLIMY NapameTpamu 6e30MacHOCTH;

® 3BTOMATNYeCKOoro 3anycka npmnoervn?l N3 namATn yCTpOl;ICTBa;
o (Ge3onacHoro XpaHeHWA, TPaHCNOPTUPOBKM N pe3ePBHOMO KOMMPOBaHNA AaHHbIX;
® 3anycka 6e30MacHOro NPeBAPUTENLHO HACTPOEHHOTO Gpay3epa.

PeKomeHnye‘rcn:

aAMUHNCTPATOPaM 6e30MacHOCTY, ayAnTopam Vb — AnA CO3aHnA BpemeHHbIX LEHTPOB MO OLIEHKE 3aLMLLEHHOC-
™ VIHqJOpMaLlVIOHHbIX CnCTeM, OLeHKe X COOTBEeTCTBMA TpeGOBaHMﬂM HOPMAaTNBHbIX QOKYMEHTOB;

KOMMaHWAM, paémalou.wlm Yepes areHTCKylo ceTb (CTPBXDE&HME, erﬂMTOBBHME‘) — ANA CO3[aHNA areHTCKnx
pa60w nxmect no 06Cl'ly>KlllBaHVI!O KIeHTOoB;

paspabotuunkam MO — AnA pacnpoCTpaHeHnA / TUPAXMPOBAHNA NPOrPaMMHOT0 06ecreqeHIs;
BCEM M0/1b30BaTENAM — N1 6E30MaCHOr0 XPaHeHUA, TDAHCNIOPTUPOBKM 1 PE3EPBHOIO KOMMPOBAHNA AaHHBIX.

eToken PASS

eToken PASS — aBTOHOMHbI reHepaTop OHOPA30BbIX MAPONen, He TpebyloLLM NOAKMIOYEHNA K KOMMboTepy. ABnAeTca
6onee fewesoi ansTepHaTBoi eToken NG-OTP (Java), 63 BO3MOXHOCTU UCMOfb30BaHWA B PKI-cuctemax.

PekomeHpyeTca:

® GaHkaMm, erﬂl/ITHO-dJVIHaHCOBb\M OpraHnsaunam —ana NoBblWeHNA YPOBHA AOCTYNHOCTN NpeoCTaBNAeMbIX UMW
CepBM1COB, NOBbIWEHVA YAOBNETBOPEHHOCTU KNNEHTOB Ka4eCcTBOM OﬁCﬂy)KVIBaHMﬂ;

® paspaborunkam cuctem BO — AnA co3pgaHWA KOHKYPEHTOCMOCOGHbIX cctem ABO, nossonsiowwmx GaHkam,
VICMONbB3YIOLVM 3TV CUCTEMbI, NOBBILIATH YPOBEHb AOCTYMHOCTU MPEAOCTABAAEMbBIX YCNyT;

® NocCTaBUMKam on-line ycnyr — ana ayTeHTVI(bMKaLWIVI AOCTyNa NOANUCYVMKOB U MaKCMManbHOro pacwunpeHuns

ayautopum;

nonb3oBaTeNnam MoBUNbHbIX YCTPONCTB (Tened)oHOB, CMapTHOHOB, KOMMYHUKATOPOB).

eToken NG-OTP (Java)

eToken NG-OTP (Java) — koOMOUHVPOBaHHbIN USB-Kitoy ¢ reHepaTopoM ofHOpa30BbIx naponeit (One-Time Password —
QOTP). Obnagaet BceM cbyHkLUmoHanom eToken PRO (Java) ana ncnons3osarus B PKI-cuctemax, a Takxe MoXeT paboTtaTb
6€e3 NofKIoHeHNA K KOMMbIOTEPY Kak aBTOHOMHBI reHepaTop OAHOPA30BbIX Maposnen.

OnHOPa308BbIN NMaposTb MOXET BbiTb NCMONb30BaH ANA:

® ayTenTUcbVKaLMM Nonk3oBaTenet Npu ynanesHom VPN-noctyne, foctyne k Web-cepsepam, ony6nukoBaHHbIM
Web-npunoxeHuam;

® OATBEPXAEHNA NNATEXHbIX onepaum.

PekomeHpyertca:

® COTPYNHVKAM OpraHn3aLuni, KoTopbiM TpeGyeTcA NOCTOAHHbIA yhaneHHbI [OCTYN K WH(OPMALIMOHHbIM
pecypcam BHe 3aBUCUMOCTYA OT TVMa UCMOMb3YeMOro NA BbIXOAA B VIHTEPHET yCTPOICTBa;

® GaHkam, erﬂMTHO-d}MHaHCOEbIM OpraH13aynam — ana NoBbIWeHNA yPOBHA AOCTYNHOCTN NpefoCTaBNAeMblX UMW
CepBu1COB, NOBbIWEHNA yAOBNETBOPEHHOCTN KNNEHTOB Ka4eCTBOM O6Cl'|y)KI/|BaHV1iI}

® paspaborynkam cuctem IBO — AnA co3paHuA KOHKypeHTOCnocobHbIX cuctem ABO, nossonaowux 6aHkam,
NCNONB3YIOWNM 3TN CUCTEMBI, MOBLIWATL YyPOBEHbL AOCTYMHOCTN NPENOCTaBNAEMbIX yCNyr.

eToken FOCT (ceptudpukar ®Cb Poccun)

eToken TOCT - nepcoHanbHOe CPeAcTBO KpunTorpadouyeckon 3awwuTtel MHdOpMauun ana  OpMUPOBaHMA
anekTpoHHoM noanucy no FTOCT P 34.10-2001 ¢ Hem3BnekaembIM 3aKpbITbIM KIIOYOM, BbiNONHeHHOe B Buae USB-knioya
Ny cmapT-kapTel. Micnons3osaHue eToken FTOCT B cocTaBe CywwecTByOWmX 1 pa3pabaTbiBaeMbix MHEOPMALMOHHbIX
CMCTeM MOBbILAET VX 3aLULIEHHOCTb U 0becreyrBaeT COOTBETCTBIE TPeGOBaHUAM POCCUIACKOrO 3aKOHOAATENbCTBA B
4acTy 3aWnTbl HPopMaLN.

Pekomenpyetca:

L] paapaﬁoTHmKaM cnctem [IBO, 3neKTPOHHbIX TOProBbIX NAOWANOK, CUCTEM CAa4M HanoroBo OTHETHOCTY — ANA
obecneyeHna GesonacHoCT 3aKpbIThIX KIIOYel 3NeKTPOHHON NOANMCK NOAb30BaTeNel 3TUX CUCTEM;

® paspabotyunkam CK3W - ana ncnons3osaHua B ceoux CK3M annapaTtHo peann3oBaHHbIX POCCUACKIX KpUNTOrpa-
hU4eCKIX anropuTMOoB, reHepatopa MCY, a Takxe obecredeHus HeM3BNEKAEMOTO XPaHEHWA 3aKPbITLIX KNOYel;

® paspaboryrkam C3V —gns Bcrpaveanus CK3 eToken FOCT B co3paBaemsie M MPORYKTbI.

eToken FOCT nmeet ceptudpnkat ®Ch Poccuu no knaccam 3awntsl KC1 1 KC2 1 MOXeT NCnons30BateCaA Ana Kpur-
TOrpadhr4ecKom 3aLmnThl MHPOPMALIN, He COfepXallei CBeAeHNI, COCTaBAAIOLMX rOCYAAPCTBEHHYIO TalHy.

Kpuntolpo eToken CSP

KpuntolMpo eToken CSP — annapaTHO-NporpaMMHoOe CPefcTBO (POpMIUPOBaHUA KBanMUUUMPOBAHHOM 3EKTPOHHOM
MOAMNMCY C Hen3BrekaeMbiM 3aKpbITbiM KNlo4oMm. flaHHOe pelueHne obecrneynBaeT NosHbIn HA6OP KpUMTOorpacnyeckx
onepauwuit, peanusoaHHbix B CK3V Kpuntolpo CSP 3.6 v nonHyio nHTerpaumio ¢ uHdpactpyktypoi PKI Ha 6ase Kpur-
Tollpo YL. Mpwy 3ToM BCe onepaumu C 3aKpbITbIMU KIIOYaMy 31eKTPOHHOW MOAMUCK BbIMOAHAIOTCA annapaTtHo, a camu
3aKPbITblE KIMIOYW HUKOrfia He NOKWAAIOT YCTPONCTBO 1 HE MOTYT ObITh MepexsayeHbl.

CK3W KpunTollpo eToken CSP nyeTca ana uc B r X,

® aBTOMaTU31POBaHHbIX CYICTEMax OpraHoB rocyaapCTBeHHON BNACT 11 MECTHOTO camoyana'Bﬂ HuA;

® cuCTeMax 3allWLeHHOrO IOPUANYECKM 3HAUNMOrO 3M1eKTPOHHOTO I0KyMeHToo6opoTa — A i"r HTI
nonb3oBatener v hopMUPOBaHIA 3NEKTPOHHON NOANNCH; fl

® cucTeMax KnneHT-6aHK, 3NeKTPOHHbIX TOProB — ANA NOATBEPXAEHNA NNaTeXHbIX Onepauuii; s '

® 1poeKTax C CoUManbHo / MAeHTNUKALIMOHHON KapTou; =

® cucTeMax MOGUIbHbIX NNaTexed.




